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KuiBcbkuii HalioHAJILHUM YHIBEPCUTET TEXHOJIOTIH Ta TU3aiiHy

JOCJII)KEHHSI BPA3JIUBOCTEN .
ABTOMATHU30BAHUX CUCTEM «PO3YMHUU
BYJAUHOK)»

Mema. J/[ocniodiceHHs MONCTUBUX BPA3TUBOCTEU CUCEM ABMOMAMUZ08AHO20 KEPYBAHHSL
niocucmemamu ma napamempamu 6y0ieii.

Memoouxka. CmpykmypHuii ananiz aemomamu3osanoi cucmemu «Pozymuuii 6younoxy»
ma ananiz MONCIUBUX BPASAUBOCTEN , AKUMU MOACYMb CKOPUCTYBAMUCS 3106 MUCHUKU.

Pezynomamu. Jlocniosceni  Moxciugi  winaxu  NOpywieHHs podomu  cucmemu, K
anapamno20 max i NpocPaAMHO20 XApPaKmepy mda NPUBEOEHi MONCIUB] MemOoOU GUPIUEHHS
npobnemu.

Haykosa Hoeu3zna. Y cmammi poO32IAHYMO I[HHOBAYINHI NIOX00U OOCAIONCEHHs ma
sUpiuieHHs npodIeMU 8pAsIUBOCHEN ABMOMAMU308aHOI cucmemu « Pozymuuii 6younox».

Ilpakxmuuna 3nauumicms. OcKinbKu nOOIOHUMU CUCEMAMU 0OIAOHYIOMbCA He MINbKU
AHCUMNOBT OVOUHKU, A Ul OEPHCABHI YCMAHOBU, A MAKONC CMPame2iuti 00'ekmu, momy supiuieHHs.
0aHoi npobemu € OysHce akmyanbHoI0 i 3HAUUMOTO.

Knwuoei cnosa: posymuuti 6yOuHoK, cucmema, Oe3neka, aHai3, NPOSPAMHE
3a6e3neyeHus, aHmusipycHi 3acoou.

Beryn. CuctemMu aBTOMAaTH30BaHOTO YIpaBIiHHA OyaiBiIel0 a00 CHCTEMH PO3YMHOTO
OyIMHKY OTPUMAaJIM BEIHUKY MOMYJSPHICTh OCTAaHHIM YacoM. Po3ymHMIT JiM € aBTOMaTH30BaHA
OyamiBIIsL CydacHOrO THITy, IO OpraHi3oBaHa JUIsi 3pY4YHOCTI JIIOJEH 3a JIOIOMOTOI0
BUCOKOTEXHOJIOT1YHUX MIPUCTPOIB.

OOcnyroByBaHHsI CKJIaJIHUX OO'€KTIB 116 KOMIUIEKC 3aBIaHb, BUPIIMICHHS KX MOXKIIUBE
3a JIOTIOMOTOI0 CyYaCHHX CHUCTEM aBTOMAaTH3alli >KUTTe3a0e3neueHHs. 3HauyHa 4YacTHUHA
Cy4acHOro O0OJIaJIHaHHS, CHUCTEM AaBTOMATUYHOTO KepyBaHHs OyIiBISIMH pI3HUX KOMIIaHiMH,
MOXYTh OyTH I1HTErpOBaHI B €IUHY Mepexy. SK Hacmigok, OyAiBIl CTalOTh OUIBII
dbyakumionansHuMH. OJTHAK Taki IHTETpallii MaroTh HeAoiKu. [loeTHAaHHS PI3HUX TEXHOJIOT1H s
CTBOPCHHS aBTOMAaTHU30BAaHOI CHUCTEMH 30UIBIIYE KUIBKICTh MOMJIMBHX HEIOMIKIB O€3MeKu
cucTteMu. 30UTBIICHHS KIJTBKOCTI MPUCTPOIB 1 TEXHOJOTIM, SIKI BUKOPUCTOBYIOTHCS B CHUCTEMI,
BE/YTh JI0 3pOCTaHHSI BPa3IMBOCTI cuctemu. [1].

[Ilaxpai MOXYTh BUKOPUCTATH CJIa0Ki MICHS CYYaCHHX AaBTOMATH30BAaHMX CHCTEM
YIIPaBIIiHHSA JKUTTE€3a0€3MeUeHHAM. 3IIOUYMHIII MOXKYTh OCTaTOYHO OJIOKYBaTH POOOTY BETUKUX
00'eKTIB, HANIPUKJIIAJL aepPOTIOPTY, CISITU Xa0C, 1 HAPEUITI CUCTEMY Oe3NEeKH BCEPEIuHi, 10 MOXeE
MIPU3BECTH JI0 CEPHUO3HUX HACIIIKIB.

IlocTanoBka 3aBaaHHs. 3aBJaHHS JOCTIHKCHHS TOJIATAE y aHaJi31 CydaCHHUX CHUCTEM
ABTOMATH30BaHOTO KOHTPOIIIO OYAMHKOM, BHSIBICHHS MOKJIMBHX BpPa3JIMBOCTEH, SKi MOXYTh
MIPU3BECTH J0 MOPYIIEHHS poOOTH OYIMHKY B IIJIOMY Ta 3HAXO/KEHHSI METO/IIB 1 TPOTIO3HIIIH 3a
JUTSL BUPIIICHHS i€1 MPOoOIeMH.

PesyabTraTn gociaimkenHsi. Ha xanp, OUTbIIICTE CHUCTEM aBTOMAaTH3allii OyiBenb He
MaroTh CHUCTEMY 3axXHUCTy MNpOTH Kibep-arak. bimpmiicts pimeHb Ui 3aXUCTy, MOB'S3aHi 3
YCTAHOBKOIO CTaHAAPTHHUX MpOrpamam, sKi BUKOHYIOTh (QYHKIIiI0 OpaHamayepa. Alie y BUNIAAKY
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Hamagy Ha CHUCTEMH aBTOMaTu3amii OymiBial IbOTO HEMOCTAaTHBO. Y IIIJIOMY CHCTEMHU
ABTOMATH30BAHOTO YIPABIIHHS OYIiBICI0 MAalOTh KiJIbKa THUIIIB MPOrPAMHOTO 3a0e3IeUeHHS.
[lepmmim € mporpamHe 3a0e3neueHHs, sKe 3a0e3nedye (QYHKIIOHYBAHHS camMoi Mepexi
«Po3zymHoro 6yauHKy». BoHO po3po0iisieThcsi Ha MOBax MPOrpaMyBaHHS HU3BKOTO PiBHS 1 Hece
BIJITIOBIAJIbHICTD 3a OUIBIIT HU3bKI piBHI MepexeBoi momem OSI [1].

JIpyruil TUI mpOrpamMHOro 3abe3NeyeHHs, MPOorpaMH, SIKi HEeCYTh BiAIOBIJAIBHICTH 32
B3a€MOJIII0 3 KOPHUCTyBayeM depe3 KOMaHIHY MOBY. BOHM 3a3BH4ail BUKOPUCTOBYETBHCS IS
30BHIIIHBOTO 200 BiJIaJIEHOT0 YIPaBIiHHS IPUCTPOEM.

['o70BHOIO YacTHHOIO OyJb-SKOr0 KOMIUIEKCY MPOTpaMHOro 3a0e3leueHHsl € cepBep.
Tynu npuxomsTh 3amuTH BiJ pi3HUX KiieHTiB. CepBep 00poOiise BCl KOMaHIM, aHAII3Ye
napamMeTpu CHUCTEMH J>KUTTe3a0e3MedeHHS 1 NpuiiMae pilieHHs Tpo 3aiicHeHHs mii. Jlami
chopMoBaHa KOMaHJa TMEPENAEThCA Ha JpalBepu I JOCTymy a0 Mepexi. [licis doro 3a
JIOTIOMOTOI0 BHOpaHOTO JpaiiBepa 3[1HCHIOEThCS Oe3rmocepeIHE MaHIMyoBaHHS 00'ekTamMu. Y
3BOPOTHOMY HANpsIMKY JIAHIIOT TaKOX MPALIIOE.

KopucryBanpHuupbkuil inTepdeiic Moxke OyTH peani3oBaHUM pi3HMMHU crocobamu. €
KUTbKa TIAXOAIB 10 pealizamii IbOro KOMIIOHEHTa MpOorpaMHOro 3abe3nedeHHs. KoxkeH i3
BapiaHTIB 3QJICKUTDH BiJl IPOTOKOIY, SIKH BUKOPHUCTOBYETHCS NI OOMIHY 13 CEPBEPOM CHUCTEMHU
«Po3ymuuii OymuHok». Ile moxe Oytm 1 Web-Opaysep, SKHil CIUIKYETBCS 3a JIOMTOMOTOIO
nporokony HTTP, 1 3acTocyBaHHS J0IaTKiB peadi30BaHMX HAa BHCOKOPIBHEBHX MOBax
mporpamMyBaHHsI MiJg Ty 4YM 1HIIY omepaniiny cuctemy. lle moxxe OyTH HaBiTh MOOUTLHUN
JOJJATOK, KU BCTAaHOBJIOETHCS Ha MOOLTBHOMY Tesie()OHI KOPUCTyBada 1 MPU3HAUCHHUH IS
oOMiHy KOMaH[ Ta cepBicHuUX moBigomiieHb depe3 TCP/IP 3'ennanns abo SMS-moBinoMIICHHS.
Bapro Bim3HauMTH, 010 OUIBIIICTH MPOTOKOMIB, SIKi BHKOPHCTOBYIOTHCS [UIS KEpyBaHHS
00'eKTaMH € 3a CBO€IO CYTTIO Bpa3iuBi, 1 6arato iHIIKX, 5IKI BUKOPUCTOBYIOTHCS ISl OOYI0BU
MiJICHCTEM, YacTO 3 HEHAJEKHOI IHTETpaIli€l0o TPHU3BOIATH JO Ypas3auBOCTI. Sk yxke
3rajyBajocs BHILE, CEpPBEpHE IMporpaMHe 3a0e3leueHHs] BCTAHOBIIOETHCS HA BUOpPaHOMY
KOMITHOTEpi. MammuHa 3'efHye 6arato IOMOMDKHUX MPUCTPOIB ISl iepeaadl ganux. Lle MoxyTh
oyru GSM-Mozaemu, niepeaasadi Bluetooth 1 Wi-Fi touku moctymy. Kpim Toro, gacto Ha 1iomy
cepBepi BCTAHOBJICHO MPOTpaMHe 3a0e3NeYeHHS.

Po3risiHeMO OCHOBHI KaHaIIM pPO3MOBCIOKEHHSI BipyciB [2]:

e xanan Bluetooth. Mepexa Bluetooth € Haa3BuualiHO HEHAAINWHOIO 1 JIETKO MOXKE
NpUAHATH (DA 3 BIpyCcOM 3JJ0BMUCHHKA 0€3 aBTOpU3aIlii ;

e xanan Wi-Fi. Mepexa Wi-Fi moxe OyTH JIerko CKOMIIPOMETOBaHA 3I0BMHCHUKOM, i
BiH MOK€ MUHAIOUM CUCTEMY aBTOPH3allii, mepeaTH BIpyc Ha cepBep;

e HTTP kanan qnsa Bignanenoro pocrymy. HTTP oOmin 3 mepexeto IHTepHET MOXke
OyTH OJHUM 3 KaHaJliB OTPHUMaHHs Bipycy B cuctemy. [3];

e GSM xanan. Yepe3 xanan GSM Takok MOXKIMBUN HECAHKIIOHOBAHUI KOHTPOJb
cuctemu. Lle MoxiMBe, HANPHUKIAJ, 32 TOMOMOro0 nepeaaydi SMS-TOBiTOMIICHD 3 (alIbIIMBUM
HOMEPOM BiJINPABHHKA,;

e Cropigaeni kanamu. Skmo cepep «Po3ymMHOro OYAMHKY» — HIAKIIOYEHHH [0
JIOKaJIbHOI Mepexi Oy[iBimi,To BipyCHa Nporpama MO>KE MOMAcTH Ha MAalluHy BiJ] JIOKaJIbHOI
MEpPEexKi,
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[ToBHOIIIHHMX aAHTUBIPYCHUX CHCTEM, IO 3a0€3MeuyloTh KOMIUIEKCHUN 3aXHUCT BIJ
3IOBMUCHHX TporpaM, He icHye [3]. Kpim Toro, koj, sKvil BIACTUBHM Bipycam JUIsI CUCTEM
«Po3ymHOr0 OYIMHKY», HE BUBHAETHCS OLTBIIICTIO CKAaHEPIB.

Po3rnsiHeMO Bpa3nuBOCTI y IporpaMHOMY 3abe3neueHHi cucteM «Po3ymMHOro OynuHKy»
10 BUKOPUCTOBYIOTHCS 3JI0BMUCHUKAMH :

®  BIJCYTHICThH OJIOKYBaHHSI IMIAKIIOYEHHS HECAHKI[IOHOBAHUX MPUCTPOIB,;

® BIJCYTHICTb KOHTPOJIO HaJ TpPAHCIALIE npaTarpaM B Mepexi «Po3ymHOro
OyIIMHKY»,

e BiJACYTHICTh ayHTe(ikauii Kepyrodoi mporpamu, ska Iepeiae MaKeTH y MEpexy
«Po3ymHOr0 OyIUHKY .

Ha manwii MOMEHT, € HEOOXiJHICTh CTBOPIOBATH CIICIiaJIbHI aHTHUBIPYCHI 3ac00M, sIKi
MOXYTh 3a0€3MEUYNTH KOMIUICKCHHM 3aXHCT Bif 3J0BMUCHHX mporpam [1]. 3posymino, 1o
aHTUBIpycHI 3aco0u s «Po3yMHHMX OyIWHKIB» TOBHHHI BHKOHYBAaTH HACTYITHI BaXKJIHBI
GyHKII:

®  KOHTPOJIOBAaTH TMOsBY Ha cepBepi «Po3ymMHOro OymWHKY» OyIb-SKHX CTOPOHHIX
¢aiiniB Ta mporpam;

®  KOHTPOJIIOBATH HECAHKIIIOHOBAHI ITiIKJIFOYCHHS MPUCTPOIB O MEPEXKi;

®  KOHTPOJIIOBATH IMiAKIIOUEHHS MMPUCTPOIB 10 0E3pOTOBUX KaHAIIB Mepeaayl JaHuX;

® KOHTPOJIOBAaTH B33aEMOJII0 CepBepa 3 MEpekKer I[HTepHET Ha MpeaMeT MOSIBH
NPOHUKHEHHS BipYCiB;

®  KOHTPOJIOBATH MEPEXKEBE yCTaTKyBaHHS Ha npeaMeT D0S-arak;

e 3a0e3meuuTH MepeBipKy (aiiiB, SKi MepeaaroTbCs y MEpexi;

®  BUKOHYBAaTH IOIIYK HAsBHOCTI Ha cepBepi BIpyCHUX MPOTrpam;

®  KOHTPOJIOBAaTH IIUTICHICT, cucTeMu «Po3yMHHI OyIMHOK», 3a JIONOMOTOIO
HEepeBIpKU MOTOYHOI KOHQIrypallii , KEpyIOUnX MPOLECIB 1 30€peKEHUX TaHUX.

BucnoBku. Ha nanuii MOMEHT y CBITI iICHYIOTb JIMIIIE IPOTPaMHi 3aCO0H 3aXUCTy CUCTEM
aBTOMATH30BAaHOTO yMpaBiiHHA OyxmiBismu. Ilepexman uyacTuHu peamizoBaHux (yHKIIH Ha
amapaTHy OCHOBY HE TUIBKM 3HMJKYE BapTICTh 1 CKIAIHICTh PO3pOOOK, a ¥ ICTOTHO MiABHUIILYE
HaJIHHICTh 3aco0iB, 10 3a0e3medytoTh Oe3neky cucteM «Po3ymHoro OymmuHKy». IIporpamui
AQHTUBIPYCHI TPOAYKTH HE MOXYTh BHPIIINTH 3aJady IOBHOTO 3aXHCTy CHCTEMH dYepes3
BIJICYTHICTh amapaTHOi CKJIaJ0BOi KOMIUIEKCY. MOKHa CTBEpDKYBaTH, IO ICHYIOYi MTpOorpamMHi
AQHTHUBIpYCH HE TMO3BOJSIOTH IOBHICTIO 3aXMUCTUTH CHCTeMY. TakuM YHMHOM, CTBOPEHHS
aHTHUBIpYCHUX 3aco0iB, fKi 37aTHI 3a0e3MeYUTH KOMIUIEKCHUH 3aXUCT JJIS CUCTeMHU
aBTOMATH30BAHOT'O0 KOHTPOJIIO OYIMHKOM € BRKJIMBUM 3aBJIaHHAM Y HAHOJIMKUI POKH.
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WCCJEIOBAHUE VYS3BUMOCTEM ABTOMATHU3HPOBAHHBIX CHCTEM
«YMHBIH JIOM»

ATOSH A. C., I'OJIYBEB JLII.

Kuesckuil nayuonanoHwlll yHugepcumem mexHoni02utl U Ou3atiHa

Heab. HMccrnemoBaHne BO3MOXHBIX —YA3BUMOCTEH CHCTEM aBTOMATH3WPOBAHHOTO
YIpaBJICHUS MOJICUCTEMAMH U MapaMeTpaMu 3/1aHHUSL.

Metoanka. CTpyKTYypHBIA aHajivW3 aBTOMATHU3UPOBAHHOW CUCTEMBbI «YMHBIA JOM» H
aHaJIN3 BO3MOXKHBIX YS3BUMOCTEH, KOTOPBIMU MOTYT BOCIIOJIB30BAaThCS 3I0YMBIIIICHHUKH.

PesynbTaThl. M3ydeHbl BO3MOXKHBIE CIIOCOOBI B3JI0Ma CHUCTEMBI, KaK almapaTHOTo Tak U
MPOrPaMMHOTO XapaKTepa U MPUBEICHBI BOZMOKHBIE METOBI PEIICHUS TIPOOIEMBI.

Hayuynast HoBu3HA. B cTaThe paccMOTpEeHBI MHHOBALMOHHBIE MTOAXOAbI HCCIENOBAHUS 1
pelIeHUs IPOOIEMBI YSI3BUMOCTH aBTOMATH3UPOBAHHOM CUCTEMBI «Y MHBIN IOMY.

IIpakTnyeckass 3Ha4YUMOCTb. [lOCKONBKY MOJOOHBIMM CHUCTEMAaMHM OCHAILICHBI HE
TOJILKO JIOMa, HO W TIPAaBUTEIHCTBEHHBIC YUPEKICHHS, a TAKXKE CTPATETUYECKUE OOBEKTHI, TO
pelieHne Tol MpoOJIeMbl OYEHb aKTyallbHOE M 3HAUHMOE.

KiaroueBble ciioBa: ymuwviii O0om, cucmema, 0Oe30NACHOCMb, AHANU3, NPOSPAMMHOE
obecneuenue, aHMUBUPYCHblE CPEOCMEA.

RESEARCH VULNERABILITY OF AUTOMATED SYSTEMS "SMART HOME"

ATOYAN A. S.,,GOLUBEV L.P.

Kiev National University of Technology and Design

Purpose. Investigation of possible vulnerabilities of automated control subsystems and
parameters of the building.

Methodology. Structural analysis of the automated system of "smart house" and the
analysis of possible vulnerabilities that could be exploited.

Findings. We studied possible ways to break the system, both hardware and software,
and given the nature of the possible methods of solving the problem.

Originality. The article describes the research and innovative approaches to solve the
problem of vulnerability of the automated system "smart house".

Practical value. Since such systems are equipped not only at home, but also government
agencies, as well as strategic targets, the solution to this problem is very relevant and meaningful

Keywords: smart home system, safety, analysis, software, anti-virus tools.
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