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Annotation. The life of society, its information security depends on the stable functioning,
reliability, readiness of telecommunication networks to reflect the uncontrolled impact of
unauthorized access.

To investigate existing models of cyber security technologies, algorithms of
cryptographic methods of encryption, key distribution, practical aspects of next-generation
networks is the main goal of the work.

The protection of information transmitted and processed in networks consists in creating
and maintaining a system of technical (engineering, software and hardware) and non-
technical (legal, organizational) measures that allow preventing or complicating the
possibility of threats, as well as reduce potential losses.

In their classification, cyber security technologies are grouped by categories, based on the
goals they achieve. According to the methods of achieving the goals of a set of categories,
cyber security technologies are combined into technical methods and techniques of cyber
security

Keyword:  algorithms, telecommunication networks, software, cyber security
technologies.

BCTYII

JKUTTeNisIBHICTh CYCHUIBCTBA, Horo iHdopMarliiHa Oe3reKa 3alekKuTh Bij
cTabimbHOTO (PYHKIIOHYBaHHS, HaAiHHOCTI, TOTOBHOCTI TEJIEKOMYHIKAIlIHHUX
MEpeK H0 Bi,Z[O6pa)KCHH$I HEKOHTPOJBbOBAHOI'O BIUIMBY HCCaHKHiOHOBaHOFO
JOCTYILY.

BuHHKHEHHS KOMITIOTEPHHUX BIPYCiB Ta IHIMMX 3arpo3 BUKIUKAIOTh
HEOOXIHICTh y 3a0e3medycHHI KiOepOe3mekH, siKa € TOJOBHOK YaCTHHOKO
HAIlIOHAJBHOT OE3MEKH B IIOMY, IOB'S3aHOI0 13 3aXHCTOM Ta OE3MEKOI0
iH(opMaIiitHIX pecypcis opraizarii abo KopHucTyBaya.

Jocmigutn icHyro4i MOJENi TEXHOJIOTiH KibepOes3meku, anropuTMu
KpUnTorpagiyHuX MeTONIB IMM(PYBaHHS, PO3MOJUTY KIIOYIB, NPaKTHYHI
ACTIEKTH MEpeX HACTYNHHUX IOKOJIiHb 1 € OCHOBHOIO METOIO POOOTH.

OcHOBHMM 00'€KTOM JOCII/KEHHS € apXiTeKTypa cUcTeMHu KibepOesnexn
iHpOKOMYHIKalliif, BIINOBIHO 10 BUMOT Oe3IeKH, MOAENb IOBipH KibepOesneku
Ta CHUCTEeMa iICHYIOUHX CEepBICiB MIPOrpaMHO-anapaTHOTO 3a0e3eueHHs.

OcHoBHMII po3aia
TeopeTHYHOI0 OCHOBOIO IPH BHPIIICHHI HAyKOBO-TEXHIUHOI MpobiIeMu €
mpari MpPOBIJHUX HAYKOBINB y raiy3i KibepOe3neku Ta 3aXUCTy BiJ Kibeparak,
Teopii Mepex, MaTeMaTHYHOTO MOJICIIIOBaHHS, MAaTEMAaTHYHOTO Ta IPOTPaAMHOTO
3a0e3neyeHHs. Y TEOPETHYHHX JOCTIUKEHHSIX BHKOPHUCTAHO METOIHM Ta
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ITOPUTMH TexXHoJIoril KpunTorpadii Ha npHKiIagl UU(GPOBUX MiJIHCIB,
mmpyBaHHS, PO3IOALTY KITFOUiB.

3axuct iHpOpMAIlii, o MepeaacThCs Ta 00POOIIAETECS B MepekaX, MOJIsTae
y CTBOPEHHI Ta MiATPUMIII B Ti€30aTHOMY CTaHi CHCTEMH 3aXOIB K TEXHIYHUX
(iKeHepHHX, TPOTpaMHO-aNapaTHHUX), TaK 1 HETEeXHIYHUX (TPaBOBUX,
OpraHi3amiifHnuX), 10 JJO03BOJIAIOTH 3arMo0IirTH a0o YCKIATHUTH MOJKIIHMBICTD
peadizailii 3arpo3, a TaKOXK 3HU3UTH MOTCHIIIAHI 30UTKH.

[HmmMu  cnoBamu, 3axucT iH(opMmamii crIpsMoBaHO Ha 3a0e3MeUeHHS
KibepoOesmekn o0pobroBanoi iHpopmarii B NGN- Mepexax MaiOyTHBOTO
HOKOJIIHHS B IIJIOMYy, TOOTO Takoro craHy, SKHH 3a0esneuye 30epeeHHs
3alaHuX BIacTHBOCTeW iHQopmamii. CucremMa 3a3HaYeHHWX 3aXO[iB, IO
3abe3meuye 3axuct iHPopmamii y NGN, € KOMIUIEKCHOIO CHCTEMOIO 3aXHUCTY
iHpopmarii.

TexHomoriss kibepOe3mekn - 1€ ONWUC TPOLECIB  3a0e3MedeHHS
KiOepOesmekn, IHCTPYKIii 3 iX BHKOHAaHHSM, TEXHOJOTIYHI BHMOTH JIO
KibepOe3neky, a TakoXX omnepauii NMPOEKTYBaHHS, CTBOPEHHS, EKCIUTyaTallil,
MEHEIKMEHTY, IKi € OCHOBOIO MPOIIeCcy 3a0e3neueHHs KiOepOe3meKH.

Y cBoiii knacudikarii TexHoNorii KibepOesnekn TPYIMyIThCS 32
KaTeropisiMy, 3a O3HaKaMH IliJIed, 110 HUMH JOCATAlOThCA. 3a METOAaMH
JNOCATHEHHS IiJded CyKyHHOCTI  KaTeropif  TexHosorii  kiGepOesmexn
MOETHYIOTHCS B TEXHIUHI IPUAOMH Ta TEXHIKH KiOepOe3meKu.

Jloriky 3a0e3medeHHs O€3MEKH JOLUIBHO JOIMOBHUTH TEXHOJIOTISAMH
KibepOe3neky, AKi 3pydHO ONUCYBATH i€papXidyHOIO MOCIiToBHICTIO — (Prc.1).

Texnika kibepbe3nexu
(technique)

v

Kareropii (category) TexHoIOT1H
KibepOesnexu

Texnouorii (technology)
kibepbesmnexn

Pucynok 1 — lepapxiuHa mociToBHICTh TEXHOJIOTIH KibepOe3nekn

Konmerist Tppox 6a3oBuX BiacTuBOCTell iH(popMmariitHoi Oe3neku (IB)
HasuBaetbcss Mojeiuro KU/l (koH(DineHIiHICTh, MIUTICHICTh Ta JOCTYIHICTH).
CIA model: confidentiality, integrity and availability). Boma O0yma
3anporoHoBaHa 3aibiepoM Ta Illpenepom (Saltzer and Schroeder).
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CyTh wi€l KOHLENUil JOCUTh NPOCTa - TPU BUMIpH KyDa BioOpaxkaroTh TpH
KirouoBi HanpsMkw 1b:
* Mera Oesmekd (KiIacMgHa Tpiaga - KOHQINEHIIWHICTh, IUTICHICTE Ta
JIOCTYITHICTB)
* ctad iHpopMariii (06poOka, 30epiranHs, nmepeaaya)
* 3aXMCHI 3aX0/1 (TIepCOHAI, TIOJITHKH Ta MPAKTUKH, TEXHOJIOTT).

VY 1991 poui MakKam6epom (McCumber) Oyna po3poGiieHa HOBHA MOJEINb
Ib Bimoma sik ky60 MaxKambepa Ky0 ckmanmaerscst 3 3 rpaHeii: crad iHpopmariii
(30epiranHs, mepemada Ta oOpoOka), xapakTepucTuku abo BmactuBocti b
(KIIJ), xouTp3axomu Oe3meku (HIATOTOBKA Ta HAaBYaHHS, MOJITHKK Ta
MpakTUKH, TexHojorii). Takum umHOM, BHXOIMTh 3x3x3 = 27 ocepenkis.
MakKambep BUHIIOB 3 paMOK IUTOCKHX, OJHO- 1 JBOBHUMIpPHHX MOTJISIIIB 1
MIOAIMBUBCS HA 3aBJaHHs BXKE 3 TPUBUMIPHOI TOUKH 30DY.

Ionmampmmit po3BuTOK Mozmeni Kyba Makkambepa 3ampormoHyBaB MaxkoHaxi
(Macomacby)]. Bin posmmpuB cmucok BuactuBocteid Ib, HasBaBmm 1l
BJ1acTUBOCTI «CepBicH Oe3neKm».

KinmpkicTh 3HaYeHbp LIBOro BHMIpY 30impmmiaca 3 3 mo 5 (momammes
3HaUEHHS «aBTOPCTBO» Ta «HEBIIMOBHICTh BiI aBTOPCTBa») 1 KyO cTaB
cknagatucst 3 3*¥5*%3 = 45 ocepenxiB. Takuil miaxix poO3MIMPUB MOJEIb
iHnpopmariiinoi Oe3meku, NPOACMOHCTPYBABIIM  PO3IIMPIOBAHICTE  KyOa
Maxkxkamb6epa. IIpu 11poMy iCHY€e YeTBEepTHI BHMIp «dacy», a 3arajlbHa MOJIEIb €
rinepkyoom.

Mogens kyba MakKam-Oepa i Makonaxi Oyna MOKIageHa OCHOBOIO

ETAJIOHHOT MOJIelTi 3a0e3neueHHs Oesnekn iHpopmarrii Ta 6e3mekn (RMIAS)

CkiaioBi MoJieni Kiacudikaii TeXHOIOTi# Kibepoesneku:
- kpunrrorpadis (Cryptography);
- KOHTPOJb AocTymy (Access control);
- LiTicHICTh cucteMH (System integrity);
- ayaut Ta MoHiTOpHHT (Audit and Monitoring);
- MeHekMeHT (Management

Kpunrorpadist CMMETpHYHOTO K042 BUKOPUCTOBYE aJITOPUTM MU (PYBaHHS
RSA, B saxux kmod mmdpyBaHHA 1 K04 nemm(pyBaHHS OOMH 1 TOH Ke
ITOPUTM Y3TOKEHHSI KITIOWiB, MOXKHA PEai3yBaTH B CHCTEMi NPOTpaMyBaHHS
Visual Studio moBoto C #.

RSA craB mepmmMm anroputMoM Kpunrorpagii CHMETpHYHOTO KIIIO4a, |,
npugaTHUM 1 11 mmdpyBaHHA, 1 OUGPOBOTO IMiIIMHCYANTOPHTM MOXKHA
peamnizyBatu Ha MOBi Pyton 3.

BuBoan
OCHOBHOIO BHUMOTOIO J0 CydyacHMX IH(OpPMaliiHUX CHUCTEM CTae
3a0e3neyueH s JOCTYIHOCTI, IIJIICHOCTI Ta KOHGiAeHIiHHOCTI iHpopMamiHHIX
pecypciB. Y Takux BHUMOTaX BENUKY POJb Bifirpae KOMIUICKCHHH MiIXif, IO
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noeqHye B co0l 3aX0[M 3aKOHOJABYOTO, OpraHi3allifHOro 1 HporpaMHo-
TEXHIYHOTO Xapakrepy. TexHomorii kibepOesneku, e omneparii TpOoeKTYBaHHS,
CTBOPCHHS, eKCIUTyaramii, MEHEIPKMEHTy, SKi € OCHOBOIO  Mpolecy
3abe3neyeHHs kibepOe3nekn. Bonn rpymyroTecst 3a KaTeropisiMu, 3a O3HaKaMH
ijel, 1o HUMHU AocsraioTbes. Monens kyba MakKam-6epa i Makonaxi Oyna
MOKJIaJIeHa OCHOBOIO €TaJIOHHOI Mojeli 3abe3nedeHHs Oesneku iHGopmarii Ta
6e3nexu (RMIAS).
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DEVELOPMENT OF SOFTWARE FOR THE AUTOMATED SYSTEM OF RECORDING THE
WORKING TIME OF THE WORKERS IN ENTERPRISE

Annotation. The article presents the analysis and characteristics of the automated system
of recording the working time of the workers in enterprise.

The paper version of data entry and storage is no longer relevant, so modernity needs to
change. Modern technologies allow the use of electronic databases in enterprises and store all
important data in them.

The development of an automated system of recording the working time of the workers in
enterprise is a topical issue today, because it facilitates the work of the employees and provides
information about workers efficiency. Also, this method is more reliable and practical to use and
is to maintain the confidentiality of information.

Keywords: Automated workplace, Database, Information system, Accounting system,
Graphical interface.

Beryn

Ha chorommimHiii neHs marmepoBHUd BapiaHT o0JIiKy poOOdYOro dyacy
NpaliBHUKIB MIIIPUEMCTBA BXKE IyXKE 3acTapiuinii i He akTyajdbHHH. BiH
notpebye OaraTo yacy ajst Horo BeAeHHs Ta At GOpMyBaHHS pPi3HOMaHITHOI
3BiTHOCTI. KpiM TOr0 BUHHKAIOTH CKJIAIHOCTI 3 KOH(DineH iitHiCcTIO iH(OopMaTii.

ABTOMaTH3allisl PI3HOMaHITHUX MPOLECIB Ha MiANIPUEMCTBI 03BOJIIE
MOJIETIIUTH poOOTY TPAIliBHUKIB Ta HAJa€ MOXIUBOCTI JUISl IIBUIKOTO
(hopMyBaHHsI pi3HOMaHITHUX 3BiTiB. Ile 1ae 3MOry KOHTpOJIIOBaTH €(hEKTUBHICTH
KO’KHOTO TIPaIliBHUKA Ta TOJIETIIYe 0araTo BHYTPIIIHIX TPOLECIB MiAPHEMCTBA.
CTBOPIOETBCS  MPOTPaMHUI  NPOAYKT, SKHA JIOMIOMOXKE BECTH  OOJiK
MPAIiBHUKIB, BECTH OOJIK poOOUYOro yacy KOXKHOTO TpalmiBHUKA, OOJIK dacy
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