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ORGANIZATIONAL AND ECONOMIC MECHANISM OF A BUSINESS SECURITY
AS A GUARANTEE OF ITS SUSTAINABLE DEVELOPMENT

Volodymyr Tkachenko, Iryna Tkachenko, Polina Puzyrova, and Andriy Klochko

Abstract. In the process of the writing of this article, it was established that the
organizational and economic mechanism of a business security ensuring involves the use of
various techniques, methods, and tools. Their combination is necessary to ensure a reliable
security system and stable sustainable development of a business activity as a whole. It has
been established that enterprises of different sizes, types, volumes of activity possess
unequal organizational and financial capabilities. In addition, various is the level of risk under
which business entities are engaged. However, the conclusion is definite that the
implementation of the organizational and economic mechanism for the enterprise security
ensuring is vital in financial and economic aspects and can be organized in different business
areas in different ways. It is proved that the security mechanism action from the point of
view of financial and economic aspect implies enterprise adaptation to innovations under
the following conditions: the innovations are to be maximally ready for implementation; the
motivation to implement them is the need to protect the enterprise interests; the
probability of obtaining a positive result in the implementation of innovations should be
high. It has been established that significant factors in the process of increasing the level of a
business security are the financial and economic measures, which aim to cover losses and to
eliminate the causes of their occurrence, to recover (preserve) the liquidity and solvency, to
reduce the amount of debt, to improve the working capital structure, etc. It is proved that
further research in the field of planning and implementation of tactical measures for
ensuring the financial and economic security of business is needed. It is aimed at the
assessment and analysis of the level of a business security and its dynamics, which will allow
to determine the effectiveness of the implemented measures; an assessment of the
efficiency of utilization of the enterprise financial potential, which is the main basis for the
implementation of measures to ensure the organizational and economic mechanism of a
business security. Since the implementation of organizational and economic tools into the
security field often requires the allocation of significant financial resources and opportunities
(financial potential), the substantiation of scientific recommendations for assessing cost-
effectiveness become significant. It was found that the organizational and economic
mechanism of a business security ensuring would effectively use corporate resources, create
preconditions for achieving business targets, timely identify and optimize all possible
hazards, threats, and risks of the enterprise activity in the conditions of acute competition
and changing environment. It is recommended to propose the following measures to
enhance business security: development and implementation of security system (structure)
in business processes of the enterprise activity; improvement and optimization of the
existing enterprise security service; business security outsourcing services; services of the
enterprise personnel security; provision of services to provide economic and internal
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security of the enterprise; providing necessary data and information for the business
functioning security insurances; checking (auditing) of existing security services of
enterprises for their effective work and reliability; services for the enterprise security
employees training (advanced training); personnel selection of professionally trained staff
for the enterprise security service.

Keywords: economic security, enterprise, efficiency, business security, development,
management, organizational and economic mechanism.
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1. Introduction

Economic security of a business is a complex concept that connects not so much with the
internal state of the business itself, as with the external environment influence, the subjects
that it interacts with. Thereby, it is more likely to state that business economic security
creates coherence, balance of interests of the enterprise and the interests of environmental
subjects (Andrushkiv & Maliuta, 2016; Demirglic-Kunt et al., 2017).

From this point of view, economic security of a business can be considered as the practical
implementation of the theory provisions of resource interdependence, according to which
the enterprise should take into account not only its own interests, but also the interests of
the partners, whose activity range can be very broad (Bertay et al., 2017). Exactly, from this
perspective of coherence of the enterprise interests and interacting subjects of the external
environment, it is supposed to explore the concept of business economic security.

2. Literature review

The main issues related to modern aspects of economic security, management of economic
security, its components and mechanism were covered in the following works of Ukrainian
scientists: (Andrushkiv & Maliuta, 2016; Bilomistna et al., 2014) - theoretical and
methodological provisions of organization and economic security ensuring at the enterprise
were considered. The organization of anti-raiding experience measures in the conditions of
both Ukrainian and CIS countries enterprises and business activity is generalized; the origin
and nature of raiding are presented; the classification that discloses methods and
technology of property seizure with the use of experience, economic and legal means of
protection against the raider seizure of the enterprise are proposed.

Next group of scientists (Bondarenko, 2014; Boiko et al., 2019; Dzwigol et al., 2019a; 2019¢;
Kwilinski, 2018; 2019a; 2019b; 2019c; Savchenko et al., 2019) examined the economic
security of an innovative enterprise, where they considered the essence and the basic
principles of the economic security development and functioning system of innovative
enterprises, the process and mechanism of this system managing; revealed the essence,
basic functions and significance of economic security system management in the activity of
the modern innovative enterprise. Scientists (lershova et al., 2019) have revealed the
theoretical and methodological foundations of enterprise economic security management,
its place and role in the enterprise management system.

For effective functioning and development of enterprises, the authors developed and
offered methods of diagnostics of threats and complex estimation of the level of economic
safety of the enterprises, organizational support of economic safety management of the
enterprises. The authors have developed, and proposed the methods of threat diagnostics
and the comprehensive evaluation of the level of economic security of the enterprises, of
the economic security organizational management of the enterprises. The paper (Momot,
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2015; Dzwigol et al., 2019b) presents theoretical and methodological approaches of
economic security ensuring at national and regional levels, development and practical
implementation of tools, assessing and monitoring the European standards level of financial
and economic security, systematic analysis of risks corruption to ensure effective interaction
of state anti-corruption issues. The authors improved the information and analytical support
processes of strategic analytics and audit in the system of financial and economic security of
the state, region, business entities in the conditions of the aggravation of threats and
challenges of a new type in the field of national and international security and absorption of
European integration processes, taking into account the importance of the Ukrainian
national security policy adaptation within the framework of the European civilization model.

In foreign countries, the issues of economic security were studied in the works of E. Azara, L.
Brown, B. Brody, 3. Brzezinski, R. Jackson, D. Kauffman, L. Kozhenovski, W. Lippman, G.
Morgenthau, G. Foster and others.

3. Methods

To write the article, the following general scientific and special methods of scientific
research were used: concretization and abstraction — for consensual determination of
economic security; grouping — for systematization approaches to management of the
organizational and economic mechanism of economic security; logical generalization and
comparison — to assess the mechanism of management of economic security of the
enterprise; analysis and synthesis — with the study of cause-effect relations between the
components of economic security, and the interests of the enterprise; formalization and
systematization — in determining the conceptual principles of management of the financial
component of the economic security of a business.

4, Results and Discussion

Economic security of a business can be considered as a measure of coherence in time and
space of economic interests of the enterprise with the entity’s interests connected with the
external environment acting outside the enterprise (Buse & Wu, 2007; Cyert & March,
1992).

Proposed understanding of business economic security allows to assert that the enterprise
activity itself is economically secured if its economic interests are cohered with the interests
of the external environment consumers, suppliers, competitors, investors, the state and
society as a whole (Lien, 2017). The compacted systematization of external environmental
entities, which interact with the enterprise, can be represented by the following directions
(Fig. 1) (Andrushkiv & Maliuta, 2016). In the study of the concept of “economic security of
enterprises” (Tkachenko et al., 2019a; 2019b; 2019c; 2019d), it follows that there is the
study of the basic concept of “economic security” with the notion of “interests of the
enterprise”, as well as naturally related to it the criterion of company’s interests observance
(Sobolev & Soboleva, 2015).
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External environment entities that interact with the enterprise

Financial mediators.

Sphere of financial support .
P PP Investors. Finance market.

Labor market.

Sphere of personnel providing ]—) Experts and consultants.
Consulting firms.
%
%

Suppliers of materials.
Equipment suppliers.
Innovative firms.

Sphere of resource support

Market counterparties.
Sphere of product sales P

Yov vy

Consumers. Marketing firms.

(&

Figure 1. The subjects of external environment interaction with the enterprise
Source: (Sobolev & Soboleva, 2015).

The interpretation of the word “interest” meaning allows us to conclude that this is the
benefit, the profit, the income, and the result of studying of enterprise interests as its
interaction with the external environment subjects, which actively fulfill its activity, forcibly
or by enterprise choice, which results in providing profit (Andrushkiv & Maliuta, 2016;
Drucker, 1986). The interests of enterprises are inalienable from their entities, as the
interests of the enterprise are personalized category (Dzhafarova et al., 2019). In this regard,
it is necessary to allocate the enterprise interests. Personification of the enterprise entities
interests is conditioned by such factors as the form of ownership on the means of
production and, accordingly, organizational and legal form of enterprise activity, as well as
the kind of interests. According to these factors, the pyramid of enterprise interests can be
presented in such a way which is shown in Fig. 2 (Andrushkiv & Maliuta, 2016; Johnson &
Scholes, 1993).
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Figure 2. Pyramid of interests according to the signs of systematization of enterprise

interests
Source: (Andrushkiv & Maliuta, 2016).

The control entity forms the system of interests of the company and, consequently,
influences its economic security. Real control over of the enterprise activities may be carried
out by the third party entities, for example, creditors (Hlynska, 2016; Gorton et al., 2010).
The coincidence or divergence of interests of the controlling entity and the enterprise is
important (Dzwigot & Wolniak, 2018; Mavrotas & Vinogradov, 2007). If their interests
coincide, if the controlling entity has investments significant in terms of the structure of the
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enterprise asset, for example, in the form of credits, if the controlling entity is interested in
the sustainable and dynamic development of the enterprise, then the presence of the
controlling entity cannot be considered as a negative factor in the enterprise development
(Andrushkiv & Maliuta, 2016; Gorton et al., 2010). Due to the large number of
environmental entities with which the enterprise directly or indirectly interacts, the interests
of the enterprise are very diverse, and each enterprise is characterized by its own totality of
interests, in some ways related to each other, having a different status, and belonging to
different entities. The interests of the enterprise do not remain constant and change over
time, the diversity and mobility of the enterprise interests cause the need for their
systematization by a number of signs and arrangements based on this systematization
(Momot, 2015). Therefore, it is advisable to systematize the enterprise interests in
accordance with certain signs (Fig. 2), (Andrushkiv & Maliuta, 2016).

Based on the study, it is expedient to distinguish a number of principles on which the
process of forming the system of enterprise interests and ensuring its economic security is
built (Fig.3), (Andrushkiv & Maliuta, 2016).

The process of forming the system of enterprise interests
and ensuring its economic security

Principle
characteristic

——————————=
| Complexity : implies the creation of such a security system, which would provide protection of the
. —> enterprise, its property, staff, information, various spheres of activity from all sorts of

(systematic) | . : ) .
______________ 1 hazards and threats, force majeure circumstances, that is, security system.
______________ 3
: Priority measures I security system should be built so that it can detect various destructive factors in the early
| preventing (timeliness) | stages, take measures to prevent their harmful actions and damage to the enterprise.
::_—_—:_—_—_—_—_—_—_—:_—_—JI security system should be built so that it operates constantly depending on the enterprise
I Continuity T interests in the face of risk and counteraction to attackers.
- 1
| all actions to ensure the security of the enterprise should be carried out on the basis of the
| Legislation > current legislation and not contradict it.
- 1
|—————————————— | to organize the security system functioning. It allows each participant to act logically in a
| Planning |—p! consistent manner, strictly fulfilling the duties assigned to him.
- ]
[—————————————— the security system should be designed in such a way that the cost of providing was

I i : . ; i

| Economy [~ economically feasible, and the cost of expenditure was optimal and did not exceeded the
. ___ i level of the loss of their economic value.
______________ 1 the ability, timely, to detect and prevent potential and real hazards and threats these are a
: The combination of I number of ways, features, means, security methods that need to be legalized and well

. . > known by a very narrow circle of professionals, which will allow to deal more effectivel
| publicity and privacy | v avery P ' Y
| } both internal and external threats.
T T 1 . . . s
| | security issues are handled by professionals, deeply aware and experienced in this case,
| Competency > which can timely assess the circumstances and make the right decision.
I |
______________ 1
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Figure 3. Principles on which the process of forming the system of the enterprise interests
and ensuring its economic security is built
Source: (Andrushkiv & Maliuta, 2016).

Organizational and economic mechanism of business security (Green et al., 1991; Hayes-
Roth, 1991) (objects, subjects, principles, security functions, enterprise security policy,
strategies) is a system of opinions, measures, decisions, actions in the field of security that
creates favourable conditions for business targets achievement, that is, the security policy
allows the company to perform the production program to produce competitive products
(goods, services, works), increase production efficiency, increase ownership, get profits, etc.
(Andrushkiv & Maliuta, 2016; Korchevska & Kokoreva, 2016). The security strategy is a set of
the most significant solutions aimed at ensuring the programmatic level of security of the
enterprise. The security strategies are different in their content. In practice, there are three
types of enterprise security strategies. They are shown in Fig. 4:

| Strategy Il Strategy

Security Strategy,
focused on prediction,
advance detection of
hazards and threats,
study of economic and
criminal situations of the
enterprise.

Security Strategy,
is connected with the
need to suddenly react to
really arisen threat of
industrial activity,
property, personnel, etc.

Strategies

Il Strategy

Security Strategy,

aimed at compensation
(recovery, compensation)
of damage inflicted.

Figure 4. Enterprise security strategies
Source: (Korchevska & Kokoreva, 2016).

It should also be noted that the security system of the business is delimited by many
interconnected elements that ensure the security of the enterprise and the targets of its
business achievement (Neanidis, 2019; Osberg, 1997). The elements of such system are the
object and security entity, security management mechanism, as well as strategic actions for
security management. The object of security is the fact that the security efforts are directed.
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The objects include: different activities of the enterprise (production, commerce, delivery,
management, etc.); enterprise property and resources (financial, material, and technical,
information, intellectual, etc.); staff of the firm, its managers, shareholders, various
structural subdivisions, services, partners, employees possessing information which is a
commercial secret, etc. (Liashenko, 2011; Mishchenko et al., 2019).

The enterprise security entities are those persons, subdivisions, services, bodies,
departments, institutions which are directly engaged in business security ensuring. As the
enterprise security activity is multifaceted, this task cannot be accomplished with the help of
one or two bodies. As a rule, many entities are classified as security entities, which can be
classified by different signs (Andrushkiv & Maliuta, 2016; Nebava, 2017; Nikitina et al.,
2019):

a) depending on their affiliation: the entities engaged in these activities

directly at the enterprise, as well as external bodies and organizations;

b) depending on the subject of direct engagement: special entities and other staff of the
enterprise;

c) depending on the action (impact) on the security entity: the entities of direct and
indirect purpose;

d) depending on legitimacy: official bodies and criminal structures (“roofs”);

e) depending on the level of subordination: to public authorities and non-state bodies.

Therefore, all security entities can be identified in two groups (Kadan et al., 2016):

- the first group includes those entities that enter the structure of the business itself and
solve the tasks for ensuring its safety (special entities, as well as the rest of the company
staff, who also care about the safety of their enterprise);

- the second group includes those entities that are outside the enterprise and are not
subordinate to its management.

First of all these are the state bodies that create the conditions for ensuring the security of
the enterprise:

- legislative bodies — adopt laws that create the legal basis for security activities at the
level of the state, region, enterprises and individuals;

- executive authorities — implement policies, detail security mechanisms;

- judicial authorities — ensure compliance with the legal rights of the enterprise and its
employees;

- state institutions — carry out border protection, customs, currency export, tax control,
etc.;

- law enforcement agencies — fight offenses and crimes;

- system of scientific institutions — implements the tasks of scientific elaboration of
problems of security and training in that field (Krainer, 2017; Collins & Gallagher, 2016).

With the beginning of the market reforms, both state and non-state organizations, agencies,
institutions began to form. These are various private security and detective organizations,
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analytical institutions, information services, educational, scientific,c and consulting
organizations, etc. They usually provide security services for an appropriate fee, provide
information protection, trade secrets, collect information about competitors, unreliable
partners, etc. (Hammoudeh & McAleer, 2013).

5. Conclusions

Thus, in the process of the writing of this article, we have found that the organizational and
economic mechanism for business security ensuring involves the use of techniques,
methods, and tools, the combination of which is necessary to ensure a reliable security
system and sustainable development of enterprise activity in general (Tkachenko et al.,
2019b). It is clear that enterprises of different sizes, types, volumes of activity possess
unequal organizational and financial possibilities. In addition, the level of risk to which
business entities operate is various. However, the definite conclusion is that the
implementation of an organizational and economic mechanism to ensure the security of the
enterprise in financial and economic aspects is vital and can be organized in different
business areas in different ways (Silva et al., 2017).

The effect of the security mechanism regarding the financial and economic aspect implies
the adaptation of the enterprise to innovations, provided by the following conditions:
innovations should be maximally ready for implementation; motivated to implement them,
it is necessary to protect the interests of the enterprise; probability of obtaining a positive
result in the implementation of innovations should be high (Allen & Wood, 2006;
Williamson, 1975). A significant place in the process of increasing the level of a business
security is occupied by financial and economic measures aimed at covering losses and
eliminating the causes of their occurrence, restoration (preservation) of liquidity and
solvency, reduction of the amount of debt, improvement of the current assets structure etc.

The activity of forming a reliable system of financial and economic security at the enterprise
may involve the application of such economic measures:

- optimization of direct and indirect expenses of activity;

- implementation of budget financing and funds centralization;

- saving resources; reduction of receivable accounts;

- improvement of the system of mutual settlements;

- improvement of the system of labor stimulation;

- price improvement;

- financing of activity and development of enterprise sources optimization.

The prospect of further research is that without a proper level of a business security it is not
possible to achieve a stable profitable business activity, within the informational measures is
the important group of measures necessary for the development of the enterprise financial
and economic security system: informing employees on the purpose, tasks, program,
opportunities and consequences of the economic security management of a business activity
policy; protection of important information and enterprise commercial secrets; informing
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about changes of plans, tasks to ensure business security (Huang & Wang, 2013; Sobolev &
Soboleva, 2015; Vishnevsky & Kwilinski, 2019a; 2019b; Lachno et al., 2018; Pajgk et al.,
2016).

Further research is needed in the field of planning and implementation of tactical measures
to ensure the financial and economic security of a business, which is aimed at: assessment,
and analysis of a business security level and its dynamics, which will allow determining
efficiency of implemented activities; assessment of efficiency of using the financial potential
of the enterprise, which is the main basis when implementing measures to ensure the
organizational and economic mechanism of a business security. Since the implementation of
organizational and economic means in the field of security often requires the allocation of
significant financial resources and opportunities (financial potential), the substantiation of
scientific recommendations for cost - effectiveness assessment is of significant importance
(Chen et al., 2019). Thus, it can be concluded that the organizational and economic
mechanism of a business security ensuring will effectively use corporate resources, create
preconditions for business targets achievement, timely identify and optimize all possible
hazards, threats, and risks of enterprise activity in conditions of fierce competition and
changing environment. Also, to enhance business security, it is possible to propose the
following: development and implementation of a system (structure) of enterprise business
activity security processes; improvement and optimization of the existing security service at
the enterprise; business security outsourcing services; services of the enterprise staff
security; provision of the enterprise economic and internal security services; information
providing the necessary data for the safe functioning of the business; checking (auditing) of
existing security services of enterprises for their effective work and reliability; services of the
enterprise security staff training (advanced training); the enterprise security professionally
trained staff selection service.
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